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North Alabama Electric Cooperative (“NAEC”) 
Customer Proprietary Network Information (CPNI) 

 
Policy Handbook 

 
Introduction 

 
Telecommunications carriers possess information some subscribers may consider private. The 
Telecommunications Act of 1996 includes safeguards regarding privacy, which require the 
Federal Communications Commission (“FCC”) to enact rules governing permitted and prohibited 
uses of customer information by telecommunications companies for marketing purposes. 
“Customer Proprietary Network Information” - or CPNI - is the term for information customers 
can reasonably expect to remain private. Use of CPNI for marketing purposes is prohibited / 
permitted in certain cases unless a customer authorizes / prohibits its use. 
 
The use of CPNI for marketing purposes is either: 
 
 “Limited” CPNI which a NAEC may use to market offerings related to, but limited by, the 

customer’s existing service relationship with the NAEC and does not require customer 
notification or authorization; 
 
or 

 
 “Authorized” CPNI, which requires customer notification and authorization / is subject to 

restriction prior to its use for marketing purposes by any entity. 
 
The FCC’s CPNI rules apply to the use of CPNI for marketing purposes only. CPNI may be used 
as necessary to conduct business with customers and to protect the property of the company. All 
companies need to protect any customer information they do possess and they must secure 
customer authorization prior to releasing CPNI to a third party. 
 
This CPNI manual is not a legal document. This manual is current as of June 2017. 
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Instructions 

 
 
Companies Using Authorized CPNI for Marketing Purposes 
 
1) Decide upon the following issues: 

a) Opt In or Opt Out Procedures 
b) Specific CPNI elements used for marketing? 
c) Written, electronic and/or oral “Notification” permitted? 

i) In advance or contemporaneous? 
d) Written, electronic and/or oral “Authorization” permitted? 

i) In advance or contemporaneous? 
 
2) Decide the following issues: 

a) Restrict release of authorized CPNI to third party? 
i) Written, electronic and/or oral “Notification” permitted? 
ii) Written, electronic and/or oral “Authorization” permitted? 

b) Enforcement policy with penalties: 
i) General discipline policy? 
ii) Special CPNI discipline policy? 

 
3) Amend each NAEC and Affiliate policy manual with the appropriate “Procedures” section of 

this manual. 
a) Edit as appropriate for each entity. 
b) Include enforcement language. 

 
4) Designate and identify a corporate officer as the CPNI Compliance Officer. 

a) Understands FCC rules. 
b) Responsible for issuing “Notification” and “Authorization” for release of CPNI to third 

parties. 
c) Responsible for review of marketing plans. 
d) Responsible for Annual Certification. 

 
5) Distribute “Procedures” with marketing and customer service personnel. 
Provide training session.
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NAEC Procedures for Companies USING 

Authorized CPNI to Market Services 
 

Some policies are developed on an individual case basis 
 
 
WHAT IS CPNI? 
 
FCC regulations that identify how a telecommunications NAEC may use customer information 
characterize such information as Customer Proprietary Network Information, (CPNI), defined as:  
 

Information that relates to the quantity, technical configuration, type, destination and 
amount of use of a telecommunications service subscribed to by any customer of a 
telecommunications carrier and that is made available to the carrier by the customer 
solely by virtue of the carrier-customer relationship; and information contained in the 
bills pertaining to telephone exchange or toll service received by a customer of a carrier. 
 
CPNI is, in short, information about how, when, where and how often a customer makes 
use of telecommunications services.  It is information a carrier possesses solely due to the 
customer-carrier relationship. 
 

CPNI does not include information that is in the public domain or available from other, non-
NAEC sources. For example, census data, subscriber list information and published directory 
information is public data.  
 
The NAEC is not restricted from using CPNI in the provisioning of inside wire installation, 
maintenance, or repair services or billing of telecommunications services nor in any efforts to 
protect the company's property or prevent the fraudulent use of NAEC property or services.  
 
Carriers are permitted to disclose CPNI without express, prior approval in three emergency-
related situations: 
 
(A) to a public safety answering point, emergency medical service provider or emergency 
dispatch provider, public safety, fire service, or law enforcement official, or hospital emergency 
or trauma care facility, in order to respond to the user’s call for emergency services; 
 
(B) to inform the user’s legal guardian or members of the user’s immediate family of the user’s 
location in an emergency situation that involves the risk of death or serious physical harm; or 
 
(C) to providers of information or database management services solely for purposes of assisting 
in the delivery of emergency services in response to an emergency. 
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WHEN CAN NAEC EMPLOYEES USE CPNI TO MARKET SERVICES? 
 
NAEC employees are permitted to use CPNI without customer notification or authorization when 
it is necessary to:  
 
 Respond to a customer-initiated inquiry regarding existing services to which they currently 

subscribe; 
 
or 

 
 Offer or market any services the Company currently offers or plans to offer to any current 

customer of the Company or a customer of an affiliate so long as it relates to the customer’s 
existing service relationship with the Company (i.e. within the category of service already 
subscribed to by the customer).  The Company may share CPNI with its affiliate only if the 
customer subscribes to the affiliate’s service. 
 

 Examples of permitted use of CPNI: 
 
 Use of a NAEC local telephone customer's CPNI to market NAEC local telephone service is 

always permitted. 
 
 Use of a NAEC long distance customer's CPNI to market NAEC long distance service is 

always permitted. 
 
 Use of a NAEC customer’s CPNI to market NAEC local and long distance services to a 

customer subscribing to both NAEC local service and NAEC long distance service is always 
permitted. 
 

OPT – IN PROVISIONS: 
 
WHAT IS “AUTHORIZED” CPNI? 
 
“Authorized” CPNI is CPNI that requires customer notification and authorization prior to its use 
for marketing purposes by any entity. NAEC provides the following affected services: local 
exchange service, and toll service. Any marketing efforts that rely upon the CPNI of one of the 
above-named services to market any other of the above-named service requires prior customer 
approval. 
 
HOW DO CUSTOMERS AUTHORIZE THE USE OF CPNI? 
 
Written approval for the use of CPNI: Written approval requires the customer to complete and 
return an authorization form prior to use of the CPNI in the marketing of those services requiring 
prior customer approval. The NAEC must maintain these records and marketing personnel shall 
rely upon these records when initiating contact with our customers for marketing affected 
services. 
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Oral approval for the use of CPNI: NAEC employees may secure oral approval from customers 
during telephone contact with the customer prior to accessing CPNI in a marketing effort. Oral 
approval requires the NAEC employee to recite the script provided herein and for the customer to 
orally affirm that they will permit NAEC to access the customer’s CPNI for the purpose of 
marketing another telecommunications service. The employee must note the following 
information with respect to the approval: the customer’s name as shown in billing account 
records, the person granting the approval, the date and time of the approval and the employee’s 
name. NAEC must maintain these records and marketing personnel shall rely upon these records 
when initiating contact that relies upon the use of CPNI with our customers for marketing affected 
services. Additionally, NAEC records each call and shall retain the call recording in accordance 
with CPNI guidelines. 
 
NAEC employees may contact customers using information not considered CPNI. Such 
information includes customer billing name, address and telephone numbers. If, in the course of 
the marketing call, the employee wishes to rely upon CPNI to continue or complete the marketing 
effort, the employee must read from the prepared script and the customer must affirm their 
consent to use the CPNI by the employee. 
 
WHEN ARE NAEC EMPLOYEES PROHIBITED FROM USING CPNI TO MARKET 
SERVICES? 
 
Use of CPNI to market a different category of service not subscribed to by the customer and 
without the customer’s approval as outlined above is prohibited.   
 
Example of Prohibited Use of CPNI: 
 
 If a NAEC customer subscribes to the services of non-affiliated Long Distance Provider, a 

NAEC employee is forbidden from utilizing either NAEC or the non-affiliated Long Distance 
Provider customer CPNI for any marketing purpose unless customer approval is secured. 
 

Additional CPNI restrictions include: 
 
 Employees may not release CPNI to a third party without the written consent of the customer. 

 
 All marketing plans developed by NAEC employees or on behalf of NAEC must address use 

of CPNI and be approved by an officer or employee responsible for CPNI compliance (“CPNI 
Compliance Officer”). 
 

Failure to abide by these policies can result in disciplinary action or termination. 
 
 
 
 
 



 
Page 7 

 
NAEC -  CPNI Manual   Version 1.0 Effective: June 1, 2017 
Prepared by CCG Consulting 

Definitions 
 
The definitions of the terms “employee” and “service” are used for the purpose(s) defined within 
this section of the NAEC policy manual and have no effect on the terms “employee” or “service” 
as those terms may be used in other sections of the NAEC employee manual, or other NAEC 
documents. 
 
“Employee” is defined as a person hired to perform work on behalf of Company. The person is 
either directly employed by NAEC or is employed by an Affiliate of NAEC and is performing 
work on behalf of, and charging time to, the accounts of NAEC. 
 
“Services” are distinct telecommunications offerings of a telecommunications carrier, which can 
be classified into one of the three “service” groups defined below. This definition is for the sole 
purpose of these CPNI rules. The following are related service group categories: 
 

 Local exchange service; 
 

 Toll, or long distance service; 
 

Services not classified into one of the three groupings listed in this section of the rules, such 
as information services, yellow pages listings, CPE sales, or other third party services are not 
telecommunications services.  As such, use of CPNI to market such non-telecommunications 
services is prohibited unless notification and authorization by customers has been secured.  
 

“Affiliate” means an entity that directly owns or controls, is owned or controlled by, or is in 
common ownership or control with, another entity.  In terms of CPNI, it may mean a line of 
business the Company itself or an “affiliated” Company provides to a subscriber. 
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MODEL CUSTOMER NOTICE - MUST BE CLEAR AND IN LARGE TYPE 
 

Important Customer Notice 
 
Federal law protects your privacy rights as a customer of NAEC. These rights are in addition to 
the existing safeguards that NAEC already has in place to ensure one’s privacy rights. The 
Federal Communications Commission (FCC) requires NAEC to notify all subscribers of their 
rights to restrict the use of their Customer Proprietary Network Information (CPNI). You have the 
right, and NAEC has a duty, under federal law, to protect the confidentiality of your CPNI. 
 
What is CPNI? 
Customer Proprietary Network Information (CPNI) is personally identifiable information that a 
telecommunications carrier collects when providing telephone service to a subscriber. CPNI 
typically consists of telephone numbers called by the subscriber along with the associated call 
duration and timing of those calls as well as call frequency and any call management services 
utilized by the customer. 
 
Why should I care about the use of my CPNI? 
Congress has enacted federal legislation making a practice known as “pretexting” a crime. This 
practice involves a party, acting under the false “pretext” of being a customer, contacting a 
telephone company or accessing on-line accounts and obtaining CPNI, often times with the intent 
to sell it to others. Federal CPNI protection rules have existed since 1996 but because of the 
development of “pretexting” and other unethical practices for misuse of CPNI stronger rules are 
now in place for your protection. 
 
Permitted Use of CPNI by a Telephone Company Without Your Permission 
CPNI can be used by your Telephone Company for certain purposes without your permission. 
Your Telephone Company may use CPNI to offer you new or enhanced services that are related 
to the category of services to which you currently subscribe. Your Telephone Company may also 
use CPNI to respond to your inquiry regarding services you currently use or related services 
NAEC offers.  In addition, your Telephone Company may use CPNI in connection with repair 
and maintenance services, billing and collection, and to protect Telephone Company property and 
to prevent fraud. 
 
Prohibited Use of CPNI Unless Authorized by You  
Unless you specifically authorize its use, your Telephone Company may not use CPNI to market 
services unrelated to the services to which you currently subscribe. For example, your Telephone 
Company may not use CPNI to offer you any type of long distance or wireless service unless you 
currently subscribe to their long distance or wireless offerings. Your Telephone Company may 
not share CPNI with any other company, including our affiliate companies unless you are a 
customer of our affiliate.  
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Additional Information Regarding Your CPNI Rights  
You have the right to deny or withdraw access to CPNI at any time or to instruct NAEC to 
disclose CPNI to unaffiliated third parties upon submission of a written request.  Any approval or 
denial for the use of CPNI outside of the service to which you subscribe to from NAEC is valid 
until you affirmatively revoke or limit such approval or denial.  A denial of your approval will not 
affect the provision of any services to which you subscribe. 
 
---------------------------------------------------------------------------------------------------------------------- 

CPNI “Opt-In” Protection Request 
I give my permission for the use of my Customer Proprietary Network Information (CPNI) by 
NAEC for those uses specifically permitted with my consent. I have been provided a copy of the 
notification of my rights concerning release of my CPNI, and I understand my rights under 
Federal CPNI rules. I understand I may limit or revoke this authorization at any time upon proper 
written notice to NAEC. 
 
 
Please print: 
 
Customer Name       
 
Address        
         
 
Account Number       
 
Customer Signature       
 
Date         
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SAMPLE CPNI Customer Authorization 
for Release of CPNI to Affiliates of Company 
or Third Party Telecommunications Carriers 

 
 
 
 
I authorize NAEC to release my CPNI information in its possession and protected under Federal 
CPNI rules to       . I have been provided a copy of the 
notification of my rights concerning CPNI, and I understand my rights under Federal CPNI rules. 
I understand I may limit or revoke this authorization at any time upon proper written notice to 
NAEC. 
 
      
Customer Signature 
 
      
Customer Printed Name 
 
      
Date 
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Employee CPNI Acknowledgement 
 

I acknowledge, as an employee of NAEC, that I have been provided a copy of the NAEC CPNI 
Policy Manual. I acknowledge I have been trained on the FCC CPNI rules and on the company’s 
CPNI policies. I acknowledge that I agree to comply with the terms of the company’s policies 
regarding the accessing and use of NAEC CPNI including penalties for non-compliance. I 
acknowledge that I agree to comply with the terms of the company’s policy regarding accessing 
the CPNI of other carriers and service providers (NAEC CSR policy) including penalties for non-
compliance. 
 
       
Signature 
 
       
Printed Name 
 
 
       
Date 
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Sample FCC ELECTRONIC CERTIFICATION FILING 
CPNI Corporate Certification 

 (Required to be updated Annually) 

Annual 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for _______ 
 
Date filed: _________________________ 
 
Name of Company covered by this certification: North Alabama Electric Cooperative (“NAEC”) 
 
Form 499 Filer ID: 832059 
 
Name of signatory:     
 
Title of signatory: CPNI Compliance Officer/Customer Service Supervisor 
 

I,    , certify that I am the CPNI Compliance Officer for NAEC, and acting as 
an agent of the company, that I have personal knowledge that NAEC has established operating procedures 
that are adequate to ensure compliance with the Commission’s CPNI rules.  See 47 C.F.R. § 64.2001 et 
seq. 
 

Attached to this certification is an accompanying checklist demonstrating how the company’s 
procedures ensure that NAEC is in compliance with the requirements set forth in section 64.2001 et seq. of 
the Commission’s rules. See Attachment A. 
 

NAEC has not taken any actions (proceedings instituted or petitions filed by a company at either 
state commissions, the court system, or at the Commission against data brokers) against data brokers in the 
past year.  Companies must report on any information that they have with respect to the processes 
pretexters are using to attempt to access CPNI , and what steps companies are taking to protect CPNI. 
If affirmative: N/A 
 
NAEC has not received any customer complaints in the past year concerning the unauthorized release of 
CPNI (number of customer complaints NAEC has received related to unauthorized access to CPNI, or 
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances of improper 
access by employees, instances of improper disclosure to individuals not authorized to receive the 
information, or instances of improper access to online information by individuals not authorized to view 
the information). 
If affirmative: N/A 
 
Signed _____________________________  
Name 
CPNI Compliance Officer 
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 SAMPLE CPNI Customer Service Script 
 
1. If CPNI is NOT required, complete the order without using CPNI. 
 
2. If the customer called the company, permission may not be necessary but some companies may 
choose to recite simple script: 
 

“In order to assist you to (e.g. complete this order), I will need to access your confidential 
customer data. Would you authorize me to do so at this time?” 

 
If Customer consents, record customer name, date, time and purpose. 
 
If Customer declines and if CPNI IS required, inform customer that access to CPNI is necessary 
in order to complete the order by stating: 
 

“I am sorry but in order to complete this transaction, I require access to your confidential 
information. If you wish, you may permit that access now.” 

 
If Customer still declines, thank them for calling but inform them the transaction can not be 
completed unless access to CPNI is permitted. 
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CPNI Checklist 
 

 
 NAEC has chosen not to prohibit the use of CPNI for marketing purposes between itself and 

its affiliates, if any. 
 

 NAEC’s Policy Manual(s) has/have been updated to include CPNI. 
 

 Employees have been trained on the FCC CPNI rules and NAEC’s penalties for non-
compliance and their signed acknowledgements have been obtained and filed. 

  
 Employees who might need to access Customer Service Records (CSR) stored in the OSS of 

other carriers/service providers have been provided a copy of NAEC’s CSR Policy, including 
penalties for non-compliance, and their signed acknowledgements have been obtained and 
filed. (CSR Policy must require written customer authorization prior to accessing CSR data as 
part of the new customer sales procedure). 

 
 NAEC requires written approval for release of CPNI to third parties. 

 
 Customer Notice and Authorization forms are readily available to NAEC employees / 

Compliance Officer for distribution to customers upon request. 
 
 NAEC has chosen to use authorized CPNI for marketing and will comply with all customer 

authorization requirements. 
 
 NAEC provides annual notification to customers regarding CPNI and privacy rights 

education. 
 
 NAEC will require a password for any customer-initiated telephone contact where call detail 

information is being requested. If the password can not be provided the call detail information 
will be mailed to the address of record, or, by calling the customer at the telephone number of 
record. 

 
 A Corporate Officer has been named as the NAEC CPNI Compliance Officer and will certify 

annually that NAEC is in compliance with all Federal CPNI rules and will make the required 
annual filing to the FCC. 

 
 Safeguards are in place with all third parties having access to NAEC customer data or 

responsibility for creation of NAEC customer data. All applicable parties have attested to their 
compliance with FCC CPNI Rules and their attestations are on file. 

 
 Safeguards are in place to obtain the explicit consent of a customer before disclosing a 

customer’s CPNI to a joint venture partner or independent contractor for the purpose of 
marketing communications-related services to that customer. 
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CPNI Breach Reporting 
 
Pursuant to Section 64.2011 of the commission’s rules (47 C.F.R. § 64.2011), a 
telecommunications carrier or interconnected VoIP provider that determines that a person, 
without authorization or exceeding authorization, has intentionally gained access to, used, or 
disclosed CPNI is required to electronically notify the United States Secret Service and the 
Federal Bureau of Investigation through a central reporting facility. That facility is available at 
https://www.cpnireporting.gov. 
 
Follow all instructions on the website to complete the report. 
 
 
 
 
 
 
 
 
 


